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IS H. 1 (Fof T557)

05.05.2026

To,
All Alternative Investment Funds (AlFs)

All Bankers to an Issue (BTI) and Self-
Certified Syndicate Banks (SCSBs)

All Clearing Corporations

All Collective Investment Schemes (CIS)

All Credit Rating Agencies (CRAs)
All Custodians

All Debenture Trustees (DTs)

All Depositories

All Designated Depository Participants
(DDPs)

All Depository
Depositories

Participants through

All Investment Advisors (IAs) / Research
Analysts (RAs)

All KYC Registration Agencies (KRAs)
All Merchant Bankers (MBs)

All Mutual Funds (MFs)/ Asset Management
Companies (AMCs)

All Portfolio Managers

All Registrar to an Issue and Share

Transfer Agents (RTAs)
All Stock Brokers through Exchanges
All Stock Exchanges

All Venture Capital Funds (VCFs)
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Dear Sir/Madam,

fore e Au-AT vEaRE N A
(S| Mythos) & e ® T=argerr

@. GITAAT (Toeiiafolel) &l IdT ofdle arel

AT-AT TIHE T (S Claude Mythos)
A ot g foadr setoa Rfeaaa
(Fgeies) tiefedt & HHAA  AT-AT
STEAT & 3MerhT Yer gr W|rg | S
o & gof a2 Il & 3R a3 9\ |
HIH B g, dl TE AT g o goaehr
Felaa Sf@AET v smerer off I §o
ST | 3Hh Helmar, Tg off FAfARA &
o STeT &1 MUATar off @aX & 317 1T,
Qfterhee &1 faegdaaar X off garaT
@zr g, AR ar 3R 39 ad= @ ee

off sar o &r |

o 6 RegRas arbe @1 @EEh
cggear # Tt #the aifcf@dew &
Teh-git ¥ WIDR 8 @ar § AR Jefenr
TH-gE W ASRAT o @ ¥, i
T I®0 g & sadr  @rfaar
(FeRIATAE) AT G A, SAFABRI Teh-
A @ T A 3R 3T W AR @A
| FAHT el el & [T TS HIST
gara fRar ST, arfes wgr var o @
e Te SeTg AT fREr U WX 3R 3
3T ar 39T T a1l & Uodl $l e
@l SETg AT g W& famRar dAe%
HT |

IS H. 2 (Fof T557)

A.The

.Due to the

v @iferaY (aeenfaferdl) &1 gar aemer & Subject: Advisory on Emerging Advanced

Artificial Intelligence (Al) Tools
for Vulnerability Detection (like

Mythos)

rapid evolution of emerging
technologies including Al-driven
vulnerability identification tools (E.g.

Claude Mythos) has introduced new
dimensions of risks for Regulated Entities.
Such tools may give rise to heightened risk
exposure by enabling identification and
potential

exploitation of  existing

vulnerabilities using speed and scale. It

may also introduce concerns relating to
data confidentiality, application integrity
and reliability of outputs.

interconnectedness and
interdependency of market participants in
the Securities Market Ecosystem, a
coordinated

periodic approach  for

vulnerability management, information
sharing and monitoring/assessment is

required to prevent a cascading impact.
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®IE), [T A cyber-suraksha.ai §
AT TS project-cyber-
suraksha.ai@sebi.qov.in) ST =T §,
S |d Mils, QRTAs, @it QREs 31k g&@X
Tafdd TWaglesd & didAtgar &l
offer fFar T § 1 3@ FiCH &
A& & 30 TR ¢

i R T TE SArer B S e
AT ¥ TSR F&IT H AP FAT-
FT AEH g TFhd ¢ 3R 0 AlsA
$r aoig ¥ Uer g el arel SNTEAT
¥ Awea & Qv twgaa AT
forenfa = |

ii. 3R fFd @aR & 3merEr & Fis
e &e, ar 39 e &},
TIfAdl (Feifafadl) @ g7 & &
TIT 39ATT AT aTel Sgdlied et
HT AHASPRT TS FIAT, Tg ATADRI
ST FET b TR & H9 Ager
ST

iii. TOFgREST Ahe # AZR FI&T &I
THAEAT N 3R J&dT A & fogrsT
¥ HISER §HC &, JSaST DT @l
Fiferet Hr I g2 gHAT Hr doere
T &1, TIfHar (Fesniafed) 3fg
T TedhTel T & |

iv. Tg G A o U2 grét VeoiiehereT
fdw daesd (g A onfae a=U
|fgd) & Fel T[S &I I qed
HATE |

IS H. 3 (Fof T557)
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T. 3RFT & AeAR, Th FA-GA (TEH C. In view of the above, a task force, namely
cyber-suraksha.ai,

(email id: project-

cyber-suraksha.ai@sebi.gov.in) has been

constituted comprising

representatives

from Mils, QRTAs, all QREs, and other
related stakeholders with the following

mandate to:

1.

ii.

iii.

iv.

Closely examine the cybersecurity risks
posed by Al based models and devise a
uniform mitigation strategy against the
risks posed by such models.

Facilitate sharing of threat intelligence,

best practices on  vulnerability
management, use cases and playbooks

to respond to the threat vector etc.

Report on a priority basis, cyber

incidents or malicious activities,
significant attack vectors, information
on vulnerabilities etc. that may be
relevant to strengthen the cyber security

posture of the securities markets.

Review the cyber security posture of the
third party application service providers
including empaneled vendors.
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YT 8T Tohet aTol STEHAT I THET et
IR 399 AYea & T 33T A arel
FeAT & I H TdI akel & fow Mlls
3R QRTAs & TTY HRE-gT (T HI)
cyber-suraksha.ai #T Teh do Folls 15
off | FCd (TR BIE) A 3T o
A7 gv fuRfaad & R W),
USASoll Heldeih-& (Annexure-A) &
F H GoldA ¢ |

| 3H USAESd & AY-Ay Jr & aw E

oot (For) [ aser gar 3R
TER gHal ¥ fAuea &7 &qd7ar & =
& Hey & I a9y nf e
¢] 3R A @RI 9 H FAT-TAT W
T S gt 393e WX o 3@ Ak
forar ST |

. g URYA (FHoR) ARG wlasfd 3R
feeaT s sfafFgs, 1992 (& wee,
1992) & amr 11(1) [ R
#Arhe 7 Haer s arer [@aeer & fgal
@ W W AR REREs Ahe &
fqerEg @1 derar &7 AR 38 fafafaa
(FIee) = ¥ Hafdd §] & ded vart
ﬁ?@ﬂﬁﬂﬁwmaﬂ?f?aﬁ
AT ST W E |

IS H. 4 (FoT T57)
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Y. Mythos S T3S colewid & goig & D-A meeting of the task force cyber-

suraksha.ai was convened (with Mlls and
QRTAS) to review the risks posed by Al
platforms like Mythos and discuss the
mitigation measures. Based on the
consultation with the said task force, an

advisory is enclosed at Annexure-A.

This advisory should be read in
conjunction with the applicable SEBI
circulars (including but not limited to
Cybersecurity and Cyber Resilience
framework) and any subsequent updates

issued by SEBI from time to time.

. This circular is issued in exercise of

powers conferred under Section 11 (1) of
the Securities and Exchange Board of
India Act, 1992, to protect the interests of
investors in securities and to promote the
development of, and to regulate the
securities market.

HTEET Yours Faithfully,

AACT T Mamata Roy

39 AgIVEYUS

Deputy General Manager
GIHTY / Phone: 022-26449599

$AS / Email: mamtar@sebi.gov.in
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Annexure-A

1. Update all operating systems and applications with the latest patches on
immediate basis to mitigate any identified/known vulnerabilities. As an interim
measure for the vulnerabilities where patches are not available, virtual patching

can be considered for protecting systems and networks.

2. Conduct Vulnerability Assessment (Using conventional and suitable Al based
Vulnerability Assessment Tools where possible) and undertake security audits
on a regular/continuous basis in accordance with Cyber Security and Cyber

Resilience Framework of SEBI.

3. Engage with the respective RE’s third party vendors to release timely patches
and deploy them appropriately. Exchanges and Depositaries shall direct their
empaneled application vendors (providing COTS solution to respective
members) to undertake comprehensive assessment of the risks arising from the
use of Al-led vulnerability detection models. Based on the assessment, vendors
shall implement appropriate safeguards including updating patch, VAPT,

continuous monitoring, hardening measures etc.

4. Change Management: Any change in the systems (including minor changes)

should encompass full documentation, thorough impact analysis, structured
review, rigorous testing and secure deployment to ensure operational resilience

and system stability.

5. API Security:

a) Inventory of all APIs and the applications using the APIs should be updated
regularly.

b) Ensure strong authentication and authorization mechanisms to enable
secure verification of end-user client identity as well as limit the information
access/ transfer to users/ systems based on least privilege.

c) API rate limiting and throttling to prevent and detect abuse.

d) Connections through APls to be strictly on a whitelist-based approach.
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SOC Monitoring:

a) Regular day-to-day monitoring of the systems and networks must be carried
out vigorously. SOC alerts should be adequately examined including the
low-priority alerts.

b) Implement enhanced security orchestration and Automated Response
(SOAR) playbooks integrated with Security Incident and Event
Management (SIEM) solutions, after thorough testing wherever feasible.

c) The Market SOC (M-SOC), established by NSE and BSE, which serves as
a centralized security platform, provides 24x7 real-time monitoring and
threat detection across digital infrastructure. In the view of enhanced risks
posed by Al-driven attacks, all eligible REs (not on boarded with any M-
SOC) shall expedite the onboarding.

d) Mlls are required to conduct awareness and handholding programs,
including periodic workshops to ensure a smooth onboarding process and
integration with M-SOC.

Risk Assessment:. The Cyber Security and Cyber Resilience Framework
(CSCREF) of SEBI has mandated periodic Risk Assessment of the REs including

their Third Party Service Providers to enhance visibility and conduct a

reasonably accurate assessment of the overall cybersecurity risk posture. Risk
assessment shall include comprehensive scenario-based testing for assessing
risks (including both internal and external risks) related to cybersecurity in REs’
IT environment. The capability of Al based models may also be considered as

one of the risk scenarios.

Implement system hardening by adopting secure configurations, disabling
unnecessary services and default accounts, and enforcing solutions like least

privilege, Zero Trust Network (ZTNA) to minimize the attack surface.

Periodically update Asset Inventory and Software Bill of Materials for all critical

applications including open source stack.
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10.  Mlls and other Regulated Entities shall seek guidance from their respective IT
committees for mitigating risks emanating from Al-led vulnerability detection
models. Further, all REs need to prepare a long-term plan for usage of Al in
detection and autonomous/agentic mitigation. Also, undertake other measures
including recalibration of risks for Al accelerated threats, Al augmented SOC

transformation, and continuous vulnerability management using Al tools.
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